Inspera Exam Portal Security policy options

Security Policy Assistive Lockdown Outcome Monitoring Outcome
Technology
Enabled
None Ignored No lockdown.
No monitoring of prohibited
processes.
Open Ignored No lockdown. Monitoring processes are being
logged:
e Test taker moving away from
lockdown browser.
e Prohibited processes are
reported but not terminated.
e An external monitor is
detected.
Moderate Enabled Tries strict OS lockdown Monitoring processes are being
first, but test taker is logged:
allowed to continue even if
it fails (ie, even if prohibited e The test taker moves away
processes cannot be from the lockdown browser
closed). twice (they get a warning
when it happens the first time)
Test takers can use screen e Any prohibited processes are
readers but they need to detected (still being terminated
launch the screen reader if possible)
before starting the test. e Lockdown settings are
Moderate Disabled Tries strict OS lockdown tampered with
first, but test taker is e An external monitor is
allowed to continue even if detected
it fails (ie, even if prohibited
processes cannot be Test taker exit requires an Invigilator
closed). password.
Strict Ignored If strict lockdown fails, the Monitoring processes are being

test session will terminate.

If prohibited processes
cannot be terminated, the
test taker needs to close
them in order to proceed.

logged:

e The test taker goes away from
the lockdown browser.

e Any prohibited processes that
are detected and not
successfully terminated (still
logged if terminated).




Lockdown settings are
tampered with.

An external monitor is
detected.

Any prohibited processes are
detected.




